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Abstract:  In this paper, we reviewed the art of e cash in brief, and improved the Brands e cash system based on the restric

tive blind signature. In our new e cash system, the withdrawal date and expiry date, prescribed by the bank are embedded in the witlr

drawn e cash.Users cannot alter these information later, the bank only needs to keep al used and undue e cash n his database to

trace the double spender.Thus i reduces the storage level and improves the querying efficiency of the bank to detect double spending.

D. Chaum

Brand!!!
[4]

Key words:

blind signature; restrictive blind signature; signature of proof of knowledge

[5] [1] [4]

: 200+ 04 02;

: 200+ 07- 07
(No.. 19931010)

, [
. S.
’ 2
P x =? Yy
s P> q
q s
x=y
, 1
> ) m

(g1, 82 -

s

Y

qlp- 1,64

%
;m
x= vy mod p
, m
UYR



1084

m B B m (gb
82+ 8h) ( b1, by, -+, b)), Iy Iy,
m , Ii( ai,
az, - ap)= Io(by, b2, -, b)),
L I (g1, 82 - &)
h g
( x=logh) , m€ {0, 1}°
® - : s€ErzZy ( s 7y
), K=g',ec=H(mIlgllhllh) r=s-cxmodgq
Al JH )
(e, 1)
® : c:?H(mHthHg'hc).
p bl c=H(m !l b Il g'h°) (e,r)
h g , m€ (0, 1)°
, :SPK{al h= g% (m).
3
Gy Gy (g 81),
<€ Z,, Ho Hi  W:/0,1}" 1
(0.1} (len<1pl,Ipl  p )s y=
g, Ho Hi ¥( ,
w )
( ): w € rZy . 1= gf
, SPK{alIy= g% (m)
s m s
, , Iy
4
41
(1) - : ( Schnoor
), ,
( W date, E_ date, s )
2 7 :
w € RZy, ao= g°, ga= W(W_ daell E_
date) P~V bo= (Iig2)", Zo= (Iig2) ", ao, bo,zo  W_
date E_ date
(3) - TN X2, S, U, 1)ERZ:, g2= W(W_

datell E- date)"™ V"1, B= g'ng’2, A= (1ig2)", 2= zb, a=
agg’, b= byA", c= Hy(A NI BllzIlall b), co= ¢/ u mod ¢,

(&)
(4) - : ro= w+ cox mod g, To
(5) gv= y0ag (Ig2)0= Zbo,

s r= v+ rou mod q.

Signd A

2002
B)Z (27 a, b, T) , gr: yHO(A 1Bz 1l all b)a AT
_ ZHO(A 1Bz 1lallb) b ) Coin= {A,
B, Sign(A, B ), W_ date, E _ date).
42
(1) - : Coin
2) : Coin ;
, d=Hi(A N BN Il P_ date/ time )
d . Is ,
P_ date/ time
(3) - : ri= d(uwis)+ x1 mod
g, = ds+ xomod ¢, (r1,72) .
(4) Zo= W(W_ date | E_ date) "~ V1,
ghg's = AB. : :
43
; ( )
Sign(A, B)= (z,a, b, 1) ,
A,
(1) ) A,
s (A, r,rp Ig) P
date/ time, .
(2) ; A, .
Is  P_ date/ time, s
( ) A
d( I P_ date/ time
) A (d.r.r.
(d, ri, ),
g(lrl-#l)/rrz-r’z)z I
1y >
44
o= W(W_ date || E_ date) "~ "1
[ 82, v (
SHA_ 1, MD5
< Ipl ) g71( ). & Gy
[ , Gy
(1@
m, (Ig2)°* m,
(g1,8&2) Ii(a, a2)=12(a1, @)= ail az),
( 1),
s A.B, Sign(A, B), r1, r2,
B, ra» Iy, A,ri, Sign(A,B)
Iy ,
( . Tu), S, s



7 : 1085

[ 1]

[ 2]

[ 3]

[ 4]

[ 5]

[ 6]

s . [ 71 Okamoto T. An efficient divsible electronic cash scheme [ A]. Proc. of
Crypto’ 95 [ C] . German: Springer- Verlag, 1995. 438— 451.
[ 8] s . [J].
,2001, 21(3):9- 11.
/1] (3)

L1972 2
,1990 9 9% 7
I R ;194 9
-— 997 7 . >
S Brands. Untraceable Off line Cash in Wallets with Observers [ A]. In ~ | 21997 7 199 7
Advance i Cryptology Crypto’ 93 [ C]. Geman: Springer Verlg, _ 21999 9 ,

1993. 302- 318.

D Chaum. Blind signatures for untraceable payments [ A]. Proc. of

CRYPTO 82[ C]. Berlin: Plenum Press, 1983.199- 203.

D Chaum, A Fiat,M Naor. Untraceable Electonic Cash [ A].In Ad

vance in Cryptology Crypto’ 8 [ C]. Geman: Springer Verag, 1983. ,1941 8
319- 327.

R , 1964

Y Frankel, Y Tsiounis, M Yung. Indirect discourse proof: achieving fair L1978 12 081 3
off Ime e cash [A]. Proc. of Asiacrypt” 96 [ C] . German: Springer Ver-
lag, 199. 286- 300.

Frankel Y, Tsiounis Y, Yung M. Fair off line e cash made easy [A].
Proc. of Asiactypt’ 98 [ C] . Berlin: SpringerV edag, 1998. 257 270. 1969 11 , 1989
L Ama, R Zulfikar. Group Blind Digital Signatures: A scalable solution

~ 1993 ,
> , 193~ 19%

to electronic cash [ A]. In Financial Cryptography’ 98 [ C]. German: , ,199%  ~ 199 , 1999

Springer Verlag, 1998.184- 191.

{ »30

SER

—F— WMSA-250km/h - —z-— (N=3,M=3)250km/h
—3— WMSA-100km/ h - (- (N=3,M=3)100km/h

—O— WMSA-50km - —O- - (N=3,M=3)50km/h

WMSA



